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Abstract

In this paper we provide a new digital video steganalysis algorithm. When frames of the cover
video are embedded with secret messages, both number of connected component and number of holes
will change dramatically, thus Euler number of the stego-frame will has pulsing increase. This proposed
steganalysis algorithm is applied to stego-video, estimating steganographic algorithm for frames chosen
and estimating steganographic capacity. Experimental results indicate that it's much simpler and faster,
more sensitive and robust, steganography rate as small as 0.0154% can be reliably detected. It's effective
and efficient to detect any format video, because this algorithm is only correlated with the connected
components number and holes number of the frames.
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1. Introduction

With the fast development of multimedia information technology, as well as cyber
technology, information security has gained more attention than ever. Since the early 1990s,
information hiding has emerged as an increasingly active research area. There has been an
increased interest both in digital watermark for the purpose of intellectual property protection,
and in steganography for the purpose of covert communication.

With the advent of steganographic techniques, there have been fatal threats to
cybersecurity. Thus in the fields of cybersecurity, there exists an increased interest in
steganalysis, i.e. the science of identifying steganographic secret message. In the future
steganography vs steganalysis will emerge as the focus of cybersphere.

There are two steganalysis approaches, including qualitative steganalysis[1] and
quantitative steganalysis[2]. Qualitative steganalysis aims to detect the existence of
steganographic secret message, while quantitative steganalysis based on qualitative
steganalysis aims to estimate the capacity[3], to decode the secret key[4], to guess the
steganographic algorithmError! Reference source not found., ultimately, to extract the hidden
information.

Steganalysis aims to discover the hidden information from a given cover media.
However, it's quite difficult. There are three main challenges. Firstly, there exist wide availability
of covers, such as digital video, image, audio, text etc. Secondly, there exist large numbers of
covers. Thirdly, there exist wide range of algorithms. Thus it's rather difficult to detect the hidden
information from the covers. Therefore the primary goal of steganalysis is qualitative
steganalysis. Although the hidden information cannot be retrieved by qualitative steganalysis
itself, once the existence of the steganographic data is discovered, the purpose of covert
communication can be prevented via deletion and active attack, etc.

2. Digital Video Steganalysis
2.1 Euler Number

Euler number of image (frame) is one of the most important characteristics in
topological, it remains invariant under translation, rotation, scaling, and rubber sheet
transformation of the image.
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The Euler number is defined as Equation 1 below [6]:

E=C-H (1)
Where C is number of connected components. H is number of holes. Holes are the
background region based on the foreground of the border. E is Euler number.

2.2 Qualitative Steganalysis

The digital video is composed of a series of still images, these images are called
frames. Usually scenes in a shot change little, thus the Euler number of the frames changes
indistinctively.

Once digital video frames are embedded with secret information, usually the data of the
frames will be modified, C and H will change distinctively, Thus Euler number of the stego-frame
will has pulsing increase. Therefore this approach can be exploited to detect the existence of
steganographic secret message.

After digital video frames are embedded with hidden information, in order to detect
changes of the Euler number, we choose 2 video samples. Sample 1, 500 frames, 360%288
pixels, 25fps, AVI, none video compression, true colour. Sample 2, 372 frames, 720x576 pixels,
25fps, AVI, DX50 video compression, true colour.

Secret information is respectively embedded in the frames of 10th, 20th, 30th ,..., the
steganography rate of frames is 10%.

Cover media is embedded with 40 x 40, 32 x 32, 24 x 24, 16 x 16, 8 x 8 pixels
monochrome BMP images respectively.

Steganographic algorithm is as follows:

To transform successive 8 x 8 pixel blocks of the frame, the secret message has been
embedded into intermediate frequency of the DCT coefficient, thus resulting in 5 stego-videos
for each sample.

To detect respectively the 2 samples Euler number and the 10 stego-videos Euler
number, results are as shown in Fig. 1, Fig. 2, Fig. 3, Fig. 4. To observe clearly and vividly,
results of frames from 1st to 100th are shown.

Figure 1. Sample 1. cover-object Euler
number

Figure 3. Sample 2. cover-object Euler
number

Figure 2. Sample 1. 40X 40 stego-object Euler
number (steganography rate 1.54%)

Figure 4. Sample 2. 40X 40 stego-object Euler
number (steganography rate 0.0154%)
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As for Sample 1, embedded with 40 x 40, cover-object Euler number and stego-object
Euler number are demonstrated respectively in Fig. 1 and Fig. 2, steganography embedding
rate is 1.54%. As for Sample 2, embedded with 8 X8, cover-object Euler number and stego-
object Euler number are demonstrated respectively in Fig. 3 and Fig. 4, steganography
embedding rate is 0.0154%.

As shown in Fig. 2, Fig. 4, once some frames are embedded with secret information, we
can compare the cover-frame Euler number with the stego-frame Euler number, the stego-frame
Euler number will has pulsing increase, the increase pace is 5 to 400. Additionally, more
embedded, larger is the pace.

Pulsing increase of Euler number is evaluated by Equation 2 below

D=Ei-(Ei-1+Ei+1)/2 (2)

Where Ei is Euler number of Frame i, Ei-1 is Euler number of Frame i-1, Ei+1 is Euler
number of Frame i+1, D is difference.

If D is greater than or equal to limit, then Frame i is embedded with covert information.

To detect respectively the 5 stego-videos of Sample 1, utilizing limits 10, 20, 30, 40
and 50.

To evaluate the result, this paper adopts the following standards:

Detectable rate P1 is given by Equation 3 below

P1=M1/M (3)

Where M1 is detected stego-frame, M is embedded stego-frame

Missing report rate P2 is given by Equation 4 below

P2=M2/M (4)
Where M2 is detected non-stego-frame, M is embedded stego-frame.
False alarm probability P3 is given by Equation 5 below

P3=N1/N (5)

Where N1 is detected non-stego-frame, N is non-stego-frame.

As shown in Table 1, Detectable rate P1max= 94%, Missing report rate P2min=6%,
False alarm probability P3min=0.89%.

Take the three rates into consideration, the appropriate limit is 20 to 40. Limit increases
with the capacity of the cover-frame.

2.3 Estimating Steganographic Algorithm for Frame Chosen

The distribution of the covert information can be easily judged from the figure of the
sample Euler number. Thus it's possible to estimate the steganographic algorithm for frame
chosen.

The distance between the stego-frames is constant, which is called fixed
steganographic algorithm for frame chosen.

The distance between the stego-frames is variable, which is called non-fixed
steganographic algorithm for frame chosen, selected by some eigenvalues, for instance,
independent component analysis(ICA) [7], motion vector[8], skewness[9], kurtosis[10],Euler
number etc.

2.4 Estimating Steganographic Capacity

As shown in Fig. 2, Fig. 4, frames are embedded with different capacities of covert
information, Euler number increases with the capacities.

To evaluate and calculate non-stego-frame Euler number and stego-frame Euler
number of the 5stego-videos of Sample 2 on average respectively. Results are shown in
Table 2.

As shown in Table 2., Euler number increases with the capacities of covert information
embedded in frames. Furthermore, Euler number increases in proportion to the capacities of
covert information. i.e. Euler number increases approximately linearly as capacities increase.

The experiments show that the increase of Euler number is closely related to not only
the capacity but also the distribution of the secret information. If it's evenly distributed in the
frames, then Euler number increases distinctively on average. If it's unevenly distributed in the
frames, then Euler number increases indistinctively on average.

Relation between estimating capacity and increase of average Euler number is shown
in Table 3.
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3 Simulation Results

Utilizing the proposed approach, we make a simulation detection based on the steo-
video of Sample 3. Sample 3, 720x576 pixels,282 frames, 25fps, AVI, DX50 video compression,
true colour.

Detection methods are as follows.
Step 1 : Qualitative steganalysis. As shown in Fig. 5 is Sample 3.Euler number. When observe
Fig. 5 carefully, we find that Euler number increases sharply in some frames. To be more
objective, Equation 2 is used as screening condition. Due to the large capacity of Sample 3 (720
X 576 pixels), if D =40, then 37 frames are qualified. Therefore the result is that secret
information is embedded in Sample 3.

Table 1. Results of the 5 stego-videos of Table 2. Capacities & effects on Euler number
Sample 1.
Average Average Increased
Capacity Limit P1 P2 P3 Capacities Euler number Euler number éﬁ%ragsmber
p of non-stego- of stego- of stego-
frame frame f 9
D=10  86.00%  86.00%  9.56% rame
D220  84.00%  48.00% 5.33% 40x40 143.07 244.95 101.88
40x40 D=30 82.00%  22.00% 2.44%
D=40 68.00% 16.00% 1.78% 32x32 143.07 218.35 75.28
D250  54.00%  8.00%  0.89% 24x24  143.07 201.19 58.12
16x16 143.07 189.95 46.88

D210  88.00%  140.00%  16.00%

D=20 86.00%  50.00%  5.56% 8x8 143.07 157.27 14.20
32x32 D230 74.00%  22.00%  2.44%

D240 54.00%  20.00%  2.22%

D250 38.00%  8.00% 0.89%

Table 3. Capacities & effects on Euler number

D210 94.00% 136.00% 15.11%

D>20 86.00% 44.00% 4.89% Capaf:mes Increase of average Euler number
24x24 D230 70.00%  16.00% 1.78% (bit) Even distribution  Uneven distribution
D240  52.00%  14.00%  1.56% - y ~
Poa oo aoon oeoe 1000~2000 80~120 180~230
500~1000 50~80 130~180
200~500 30~50 80~130
D=10 94.00% 136.00% 15.11%
D>20  80.00%  42.00%  4.67% 50-200 10-30 30-80
16x16 D=30 66.00% 16.00% 1.78%
D=40 46.00% 14.00% 1.56%
D250  20.00%  8.00% 0.89% Table 4. Results of Sample 3
D>10 86.00% 136.00%  15.11% Pl p2 P3
D=20 70.00% 44.00% 4.89%
8x8 Dz30  50.00% 16.00% 1.78% 92.11% 2.63% 0.40%

D240  20.00% 14.00% 1.56%
D50 14.00% 8.00% 0.89%

Step 2 : Estimating steganographic algorithm for frame chosen. According to Fig. 5 and the
screening results, we find out that Sample 3 has two properties. Secret information is embedded
in every other frame in some shots. Therefore the estimating algorithm for frame chosen is
based on even / odd frames. While in some other shots, nothing is embedded in. Therefore the
estimating algorithm for frame chosen is based on eigenvalues of frames and even / odd
frames.

Step 3 : Estimating steganographic capacity. In Sample 3, the 37 stego-frames Euler number is
382.51, while the non-stego-frames Euler number is 181.17, the Euler number is increased by
201.34 on average. According to Table 3, the capacity is 500 to 2000 bit.
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In fact, in Sample 3 there are 38 stego-frames in 282 cover-frames, each embeded
capacity is 32 X 32bit.
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Figure 4. Sample 3.Euler number

Steganographic algorithm is as follows:

Do not name the stego-frames, but to select the qualified frames whose kurtosis
eigenvalue is greater than 20 as well as even number frames. As for V component of HSV color
space, to transform successive 8 x 8 pixel blocks of the frame, the secret message has been
embedded into intermediate frequency of the DCT coefficient, each is embedded with 1 bit.

P1,P2 and P3 are shown in Table 4.

As shown in Table 4, Steganalysis result is reliable.

4. Conclusion

Euler number is sensitive to image data, once the frames is modified, Euler number will
has pulsing increase, it can be applied to video and image steganalysis. It's much simpler and
faster, more sensitive and robust, steganography rate as small as 0.0154% can be reliably
detected. Euler number has topological characteristics, it remains invariant under translation,
rotation, scaling, and rubber sheet transformation of the image. Therefore, this proposed
steganalysis algorithm is robust. This algorithm is effective and efficient to detect any format
video, because it is only correlated with the Euler number of the frames.
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