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Abstract

With the development of the wireless communication technology and the sensor technology, the
wireless sensor network (WSN) has been used in many applications. However, WSNs suffer from some
inherent weaknesses because of restricted communication and hardware capabilities. To achieve
essentially secure communication in WSNSs, a few of key management models have been proposed since
it is the crucial important building block for all security goals in WSNs. Recently, Alagheband and Aref
proposed a signcryption scheme and used it to construct a dynamic key management model for
hierarchical heterogeneous sensor networks. They also proved that their signcryption scheme is provably
secure if the elliptic curve discrete logarithm problem is infeasible. Unfortunately, by giving concrete
attacks, we indicate that Alagheband and Aref’s signcryption scheme is not secure in their secure model.
The analysis also shows that their key management model is not secure. To solve those weaknesses, we
also proposed an improved signcryption scheme.
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1. Introduction

With the rapid advancement the wireless technology and the sensor technology, the
wireless sensor network (WSN) has been pervasively deployed in many applications. A wireless
sensor network consists of many resource constrained sensor nodes which are capable of
accomplishing various functions such as sensing, processing, transmitting and receiving to meet
the application objectives. Generally speaking, sensors nodes are deployed in a hostile
environment. Then they may be eavesdropped, captured and compromised by the adversary.
Therefore, secure protocols are required to ensure confidentiality, integrity and availability of
information transmitted in WSNs.

Among different secure protocols, the key management protocol is the first crucial
function to get secure communication in WSNs since the both of the sensor nodes and the
cluster leaders need valid common keys to use other secure protocols. Then a few of key
management protocols for WSNs have been proposed to ensure secure communication in
WSNSs. According to they type of the encryption techniques, the key management protocols
could be divided into three categories, i.e. symmetric key management protocol, asymmetric
key management protocol and hybrid key management protocol [1]. In the first type of those
protocols, some keys are pre-loaded in the sensors before the deployment phase. However,
such protocols suffer from some problems such as probabilistic key distribution between the
sensor nodes [2, 3], non-scalability after deployment [4-7], mounting weakness against node
compromise, lack of mobility and a high-communication overhead [8]. In the second types of
those protocols, public key cryptography, such as elliptical curve cryptography (ECC) [9] and
identity-based cryptography (IBC) [10], is used to generate keys through on-line manner. Such
protocols are more flexible but very heavyweight in sensor networks. The third type of protocols
could inherent advantage of other two types of protocols. The it is very suitable hierarchical
heterogeneous WSNs with different kinds of nodes.

Recently, Alagheband and Aref proposed [11] a signcryption scheme with forward
security characteristic and used it to construct a hybrid key management infrastructure for
hierarchical heterogeneous WSNs. They claimed that their scheme is provably secure if the
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elliptic curve discrete logarithm problem is infeasible. However, in this paper, by giving a
concrete attack, we indicate that Alagheband and Aref's signcryption scheme is not secure in
their secure model, i.e. an adversary could forge a legal ciphertext of any message. We also
indicate that their scheme suffers from the private key compromised problem, i.e. the receiver
could get the sender’s private key from the ciphertext. The analysis also shows that their key
management model is not secure.

The rest of this paper is organized as follows: Section 2 describes Alagheband and
Aref’s signcryption scheme. In Section 3, we give security analysis of their scheme. In Section,
we propose a countermeasure to overcome weakness in their scheme. Finally, the conclusions
are presented.

2. Review of Alagheband and Aref’s scheme
In this section, we give the review of Alagheband and Aref’s signcryption scheme using
ECC. Some notations used in this paper are defined as follows.

a) (:alarge strong prime number, where q > 2.

b) n:alarge strong prime number, where n> 2.

c) ab: two integer numbers which are smaller than q and satisfy
4a® +27b*(modq) #0 .

d) E: elliptic curve defined by the equation y* = x* + ax+b(modq) .

e) G: base point of the elliptic curve E with order q.

f)  BS: base station.

g) p,: BS’sprivate key.

h) U, BS’s public key, where U, = p, xG.

i)  CL:the ith cluster leader.

) Py, CL;’s private key.

k) U, : CL’s public key, where U, = p, xG .

) E, (0 /D, () : lightweight symmetric encryption/decryption algorithm with key k .

m) H : alightweight and secure one-way hash function
Alagheband and Aref's signcryption scheme is the most important block of there key
management framework. The detail of the Signcryption and Unsigncryption of the scheme is

described as follows.
Signcryption: BS could generate a ciphertext through the following steps.

1) BS generates a random number r. and computes R=rxG=(r,r,) and
K=rxU, =(k1I).

2) BS computes C=E,(m), h=H(C|r), E=H(h|r)xG, s'=p,—H(N]|r)modq)
and s=s"+h.

3) BS outputs o =(C,R,s,E) as the ciphertext of the message m.

Unsigncryption : CL, runs the algorithm to decrypt the ciphertext.

1) CL; computes K = p, xR=(k,1), m=D,(C), h=H(C||r),and s'=s-h.

2) CL, checks whether s'xG+E and U, are equal. If they are not equal, CL, rejects
the ciphertext; otherwise, CL, accepts the ciphertext and outputs the message m.

3. Analysis of Alagheband and Aref's Scheme
3.1. Attack Against Existential Unforgeability

As a signcryption scheme, Alagheband and Arefs scheme should provide the
confidentiality and the unforgeability. Confidentiality means that any adversary without the
private key of the receiver (CL;) cannot decrypt of the message m. Unforgeability means that

any adversary without the private key of the sender (BS) cannot generate a legal ciphertext.
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Alagheband and Aref claimed that their scheme is secure if the elliptic curve discrete logarithm
problem is infeasible. In this section, we will show an adversary without BS's private key could
forge a legal ciphertext o=(C,R,s,E), i.e. o could pass CL,’s verification. The attack is

described as follows.
1) The adversary generates a random number r. and computes R=r. xG =(r,r,) and

K=rxU, =(k1I).

2) The adversary generates a random number s’, computes C=E,(m), h=H(C]|r),
s=s'+h and E=U, —(s'-h)xG.

3) The adversary outputs o =(C,R,s,E) as the ciphertext of the message m.

Since R=rxG=(r,r,), K=rxU, =(kl), C=E(m), h=H(C|r), s=s+h and
E=U, —(s'-h)xG, then we have s'=s-h and:

s'xG+E
=(s-h)xG+ U, —(s"—h)xG) Q)
:Uhs

From the above description, we know that the adversary could forge a legal ciphertext
without BS'’s private key pg. Therefore, Alagheband and Aref's scheme cannot provide

unforgeability.

3.2. Attack Against the Sender’s Private Key
In this subsection, we will indicate that Alagheband and Aref's scheme suffers from the
private key compromised problem, i.e. the receiver (CL,) could get the private key of the sender

(BS) from a ciphertext. This is a very dangerous vulnerability since a receiver could
impersonate the sender to other receivers once he gets the private key. Suppose CL, is a
malicious cluster leader and receives a ciphertext o=(C,R,s,E) from BS, where
R=rxG=(n,r,) and K=rxU,=(k]l), C=E(m), h=H(C|r), E=H(h[r)xG,
s'=p, —H(|r)modg) and s=s"+h. He could get BS'’s private key through the following
steps.

1) CL; computes K = p, xR=(k,1), m=D,(C), h=H(C||r),and s'=s-h.

2) CL; computes p,, =s'+H(h| r,)(modq).

From the description, we know that the malicious cluster leader CL, could get BS’s

private key when he gets a ciphertext. From then on, he could impersonate BS to other cluster
leader. Therefore, Alagheband and Aref's scheme suffers from the private key compromised
problem.

4. Countermeasure

To withstand the above weaknesses, we propose an improved scheme based on
Alagheband and Aref's scheme with lightweight modification.

Signcryption: BS could generate a ciphertext through the following steps.

1) BS generates a random number r and computes R=rxG=(r,r,) and
K=rxU, =(k1I).

2) BS computes C=E,(m), h=H(C||r,),and s=p,, —H(h| r)r(modq) .

3) BS outputs o =(C,R,s) as the ciphertext of the message m.

Unsigncryption : CL; runs the algorithm to decrypt the ciphertext.

1) CL; computes K = p, xR=(k,1), m=D,(C) and h=H(C|r).
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2) CL, checks whether sxG+H (h| )R and U, are equal. If they are not equal, CL,
rejects the ciphertext; otherwise, CL; accepts the ciphertext and outputs the message m.

In the improved scheme, Schnorr's signature scheme [12] is used to generate the
signature of the message C. Schnorr has demonstrated that his scheme is provably in the
random oracle. Therefore, the proposed scheme could provide unforgeability.

In order to get BS'’s private key from the ciphertext o =(C,R,s), CL; has to compute r,

from R=rxG, where R=rxG=(rr,), K=rxU, =(kI), C=E(m), h=H(C|r) and

s=p,—H(|r)r(modqg). Then he will face the elliptic curve discrete logarithm problem.

Therefore, the proposed scheme could solve the private key compromised problem in
Alagheband and Aref's scheme.

5. Conclusion

In this paper, we indicated that Alagheband and Aref’s signcryption scheme [11] is not
secure against the existential unforgeability. We also indicate that their scheme suffers from the
key compromised problem. The signcryption scheme is the most important block of their
dynamic key management model for hierarchical heterogeneous sensor networks. Therefore,
their key management model is also not secure for practical applications.
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